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ABSTRACT
Wireless Sensor Networks (WSNs) are a powerful instrument
for monitoring and recording physical phenomena. Very often the quality of the sensed data collected by sensor nodes
is affected by noise and errors, events, and malicious attacks.
Also, the processing and the transmitting of this data over
the network may drain the amount of available resources of
WSNs and decrease rapidly the network lifetime. Therefore,
there is an urgent need to detect faulty data in order to insure the reliability of data and keep the resource of WSNs
at a high level. In this paper, we propose a new approach
for faulty data detection in WSNs based on Copula theory.
Our experimental results on real data sets collected by real
sensor networks show that a significant percentage of the
data are faulty1 .
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1.

INTRODUCTION

A wireless sensor network (WSN) consists of a large number of sensor nodes that perform a collaborative effort in
1
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order to monitor physical or environmental conditions, such
as temperature, humidity, light, sound, vibration, pressure,
motion, pollutants, etc. [1].
This feature provides a wide range of applications for sensor networks that include military, security and health applications, etc.
Also, the sensor measurements are often noisy and unreliable and suffer from inaccuracy and incompleteness which
prevents to take correct decisions [5].
However, it is proved that an important part of the data
collected in real monitoring applications is actually faulty.
For instance, 19% of the data collected in the Intel Berkeley
Research Lab was faulty [8]; 51% of the data collected in [6]
was faulty, etc.
Furthermore, most of the proposed sensor fault approaches
detect faulty data by modelling historical sensor data as a
norm and evaluate each future data instance with respect to
this norm as normal readings or faulty data [6].
Therefore, the quality of the exchanged data over the network must be ensured to make right decisions and to maintain the WSN resources at a high level [9]. To achieve this
goal, a robust fault detection scheme for WSNs is essential.
In this paper, we address these challenges by proposing a
new approach for faulty data detection based on Copula theory. The proposed approach allows us to build a model that
will be used in the future as a norm for faulty data detection.
We take the historical measurements of sensor data and by
applying copula theory on this data, we get two classes of
data, correct data and faulty data. The correct data will be
used as a norm to evaluate each incoming instance of data
in the future, while the faulty data will be removed. .
The remainder of the paper is organized as follows. In the
next section, we present an overview of related work. Section
3 describes basic concepts of Copula theory. In Section 4,
the proposed approach to detect faulty data is shown. Simulation results and a performance evaluation are presented
in Section 5. Finally, Section 6 concludes the paper.

2.

RELATED WORK

Actually, faulty data detection techniques in wireless sensor networks are a very important research field. Also, several models have been proposed in the literature to be used
to detect faulty data in sensor reading in a distributed or
centralized manner.
In [16], a kernel density estimators model to approximate
the sensor data distributions in a sliding time window W
is proposed in which faulty data are detected by computing
the density of the data space around each value. However,
there is a dependency on a single threshold which does not
suit multivariate data.
In [13], sensor data measurements are molded by the geometry of hyper-ellipsoids to characterize the normal behavior of data. Then, this model is used to detect elliptical
faulty data in a distributed and centralized manner. It is
reported that the distributed approach is more suitable for
WSNs because it reduces significantly the communication
overhead compared to a centralized approach.
In [17], a generalized model to separate faulty data from
the true measurements was presented , based on raw data
transformation in which an ellipsoidal boundary of sensor
measurement was defined. Therefore, true measurements
and faulty data are estimated based on whether the measurement falls inside or outside of the ellipsoid boundary. However, this approach generates a high computational complexity do to the raw data transformation which is not suitable
for WSNs.
In [9], a prediction model is generated based on the historical data collected from various sensor nodes, faulty data
are detected by predicts sensor value from historical values
and compares it with the actual sensed value for a particular
instance. The difference is compared with a dynamic threshold value, to ascertain whether the sensor value is faulty.

3.

A copula C : [0 , 1]2 → [0 , 1] is a function that satisfies
the following three conditions :
• C(u, 0) = C(0, v) = 0 for each u , v ∈ [0 , 1] ,
• C(u, 1) = u and C(1, v) = v for each u , v ∈ [0 , 1] ,
• C is a 2−increasing function, i.e., for each 0 ≤ ui ≤ vi
≤ 1,
C(v1, v2) − C(v1, u2) − C(u1, v2) + C(u1, u2) ≥ 0.

3.1.2

Sklar’s theorem (bivariate case):

Let H(x, y) be a joint cumulative distribution function
(CDF) with marginal CDF F and G. There exists a copula
C such that for all real (x, y), we have F (x) = U and G(x) =
V , where U =(u1 , ..., un ) and V =(v1 , ..., vn ) are two variables
uniformly distributed on I = [0 , 1]. The function H(x, y) can
be written in terms of a single function C(u, v) as follows:
H(x, y) = C(F (x), G(y))

(1)

If F and G are continuous, then the copula C is unique;
otherwise, C is uniquely determined on (range of F )×(range
of G). Conversely, if C is a copula, F and G are CDFs, and
then H(x, y) = C(F (x), G(y)) is a joint CDF with F and G
as marginals .
Schematically: if we have the marginal of each variable,
we simply join them with a copula function having the desired dependency properties to obtain the joint distribution.
Figure 1 shows how to obtain the joint distribution function
of all variables.

INTRODUCTION TO COPULA THEORY

In WSNs, detecting faulty data with univariate attribute
can easily be done by noting that the single data attribute
is abnormal with respect to other data instance attributes.
However, in multivariate WSNs it is difficult to detect faulty
instances because individual attributes may not show anomalous behaviour although when taken together they can display anomalous behaviour. Then, exploiting dependencies
between different attributes of sensor readings allows us to
unlock these difficulties and to propose highly accurate detection method. This is why we decided to use the Copula
theory approach since it allows us to capture the dependency
relationship in multivariate data.

3.1

Mathematical Foundations of Copula theory

In this paper, and for the sake of simplicity, we only apply the theory of bivariate copula, because the multivariate
theory is just an extension of the bivariate case. To this end
we recall some basic definitions and theorems that will be
useful later.

3.1.1

Copula Definition

The notion of Copula has been introduced by Sklar in 1959
[15], motivated by the work of Fréchet in the 1950s [10].
Formally, a bivariate Copula [23] is a joint distribution
function whose marginals are uniform on [0 , 1].

Figure 1: The dependence structure.

3.2

The Empirical Copula

To model the observed dependence between random variables, we can use the empirical Copula structure to evaluate
the suitability of a chosen copula for the estimated parameter.
It is necessary to introduce the notion of rank before giving
the formula of an empirical copula. Given a sample x1 , ..., xn
from a random variable X, the rank Ri of xi is defined to
be the number of observations that are less than or equal to
xi . Then, the smallest observation of X has rank 1 while
the largest has rank n.
Let U =(u1 , ..., un ) and V =(v1 , ..., vn ) two variables uniformly distributed on I = [0 , 1].
We denote by X,Y two random variables, such as X =
(x1 , ..., xn ) and Y = (y1 , ..., yn ), and we let Ri be the rank
of xi , Si the rank of yi .
For a specific sample (xi , yi ) chosen from (X,Y ), one can
approximate the corresponding couple (ui , vi ) using the ranks
Ri and Si of xi and yi among x1 , , xn and y1 , , yn as follows:
ui =

Ri
n+1

(2)

vi =

Si
n+1

Thereby, using these ranks, we can construct an empirical
distribution function for the random variables X and Y [7].
Formally, the calculation of the empirical Copula is given
by the following equation [3] :

Cn (u, v) =

n
Si
1X
Ri
6 u,
6 v)
1(
n i=1 n + 1
n+1

(4)

The function 1 is the indicator function , which is equal
to 1 if arg is true and equal to 0 otherwise.

3.3

Cρ (u1 , ..., um ) = ΦΣ,m (Φ−1 (u1 ), ...., Φ−1 (um ))

(3)

Families of Copula

There is a wide range of Copula families, according to
which dependence structure is expressed by a copula:

whose density is :


1
cρ (φ(x1 ), ..., φ(xm )) = |Σ|−1/2 exp − XT (Σ−1 − Im )X ,
2
(8)
where X = (x1 , ...., xm ) and U = (u1 , ...., um ). Then, by
using ui = φ(xi ) we can equivalently write :


1
cρ (u1 , ..., um ) = |Σ|−1/2 exp − ζ T (Σ−1 − Im )ζ ,
2

Cρ (u, v) = ΦΣ (Φ−1 (u), Φ−1 (v))

• Tail dependence.
• Positive or negative dependence.
And we have two large families of copulas, the Archimedean
Copula family and the Elliptical Copula family. The first
copula family is categorised into :
• Gumbel copula : Positive dependence and more accentuated on the upper tail.
• Frank copula : positive as well as negative dependence.

(9)

where ζ = (φ−1 (u1 ), ...., φ−1 (um ))T
Therefore, from the formula (7), the bivariate Gaussian
copula is defined by:

• Dependence in small values.
• Dependence in the extreme values.

(7)

(10)

where Σ is the correlation matrix, which is a 2 × 2 matrix
with 1s on the diagonal and correlation coefficient ρ otherwise.
ΦΣ denotes the CDF for a bivariate normal distribution
with zero mean and covariance matrix Σ. Then, from formula (8) and after simplification, its joint bivariate density
is given by :


x2 − 2ρx1 x2 + x22
1
p
exp − 1
2(1 − ρ2 )
2π 1 − ρ2
(11)
where X = (x1 , x2 ) and U = (u1 , u2 ) such as ui = φ(xi ).
cρ (φ(x1 ), φ(x2 )) =

• Clayton copula: Positive dependence, especially on
low-intensity events.
• Copula HRT : Dependence on extreme events of high
intensity (dependence structure inverse to the Clayton
copula).
The second family applies to symmetrical distributions
and it includes two types of copula: Gaussian copula and
Student copula. In the following, we give a quick presentation of Gaussian copula, because it is proved in Section 5 as
the family of copulas that best fit empirical copulas.
The Gaussian copula is derived from the multivariate Gaussian distribution. Let Φ denote the standard univariate Normal distribution, whose formula is given by:
Z

x

Φ(x) =

φ(t) dt

(5)

−∞

where φ(t) is the density probability of the random variable t
∼ N (µ, σ) with mean of the distribution µ = 0 and standard
deviation σ = 1:
 2
1
t
φ(t) = √ exp −
2
2π

(6)

And we have ΦΣ,m the m-dimensional Gaussian distribution with correlation matrix Σ with 1 on the diagonal
and correlation coefficient ρ ∈ (−1, 1) otherwise. Then, the
Gaussian m-copula with correlation matrix Σ is given by :

Figure 2: Example of a Gaussian copula with ρ =
−0.9.
Figure 2 shows an example of a Gaussian copula with
value ρ = −0.90.

3.4

The dependograms

The Dependograms allow us to understand graphically the
dependence structure between two random variables. Also,
we obtained this dependogram by a scatter plot of uniform
marginals (u, v) extracted from a sample or resulting from
simulations of a theoretical copula. In Figure 3, we present
some dependograms which are well known for some copula
families.

The flowchart presented in Figure 4 describes the process
followed, and summarizes all phases needed to build the proposed model, to ensure reliability end efficient detection with
high accuracy. The different phases that occur during the
different steps are given as follows :

Figure 3: Dependograms for copula families in 2D.

Figure 4: Off-line processing of sensor data.

3.5

How to choose the "best" copula to fit the
data

When handling bivariate data, we assume that we have
a finite subset of copulas, and we are interested in knowing
which one of them best fits the data. In this case, we have to
choose between graphical adequacy or an analytical method.

3.5.1

Graphical adequacy

We compare an empirical dependogram with a theoretical
dependogram.

3.5.2

Analytic adequacy

There are many methods proposed in the literature which
aim to find the copula that best fits the data, and we call
this method Goodness of fit (GOF) test, amongst which we
cite the Kolmogorov-Smirnov test [11]. In this test, we simply compare the empirical distribution with the theoretical
distribution of each family and check whether both of them
come from the same distribution.

4.

THE PROPOSED APPROACH FOR FAULTY
DATA DETECTION

In this section, we will present the proposed method for
faulty data detection based on Copula theory in a WSN.
First, we will present the general idea of the approach. Then,
we will describe the steps to follow to detect faulty data.
In the following, we explain our model for the bivariate
case.

4.1

Building the model(off-line)

• Step 1 : Based on historical measurements of sensed
data, we begin by choosing N samples of two random
variables X and Y which represent two attributes of
sensed data such as temperature and humidity. Then,
let D = (X, Y ) be the data set that will be used for the
construction of the proposed model based on a bivariate copula with X = (x1 , ..., xn ) and Y = (y1 , ..., yn ).
• Step 2 : In this step, we calculate the empirical copula
C1 of D.
Given a random sample (x1 ,y1 ),...,(xn ,yn ) from D, we
denote by Ri the rank of xi , and by Si the rank of yi .
Then, we calculate the empirical bivariate copula C1
of D using the formula (4).
• Step 3 : In this step, we need to find the closest copula
C2 that best fits the empirical copula C1 . In our case,
we do this by graphical adequacy which is explained in
3.5.1 above. Initially, we start by a scatter plot of the
pairs (ui ,vi ) derived from equations (2) and (3), for
all i ∈ {1, ...., n} with ranks derived from the learning
data set (xi ,yi ), and by comparing the dependogram
of the empirical copula C1 with the dependograms of
the copula family cited in figure 3, to find the closest family of the theoretical copula C2 that best fits
the empirical copula C1 . Also, to estimate copula parameters we calibrate the theoretical copula with the
empirical copula, by calculating the difference of the
surface between the empirical copula and the theoretical copula, generated each time with a new parameter.
Finally, we calibrate the theoretical copula C2 with the
parameter that minimizes this difference of surface.

• Step 4 : Once the copula family and its parameter
known, we generate a uniformly distributed sample
Z = {U, V } with U = {u1 , ..., un } and V = {v1 , ..., vn }
, i.e., a set of N samples from the theoretical copula
C2 having the same size as the empirical copula C1 , by
using the theoretical formula that corresponds to C2 .

∈ X and y ∈ Y , as displayed in Figure 6. And by analysing
this scatter plot, we can say nothing about the dependence
between temperature and humidity, and there is also no indication of the presence of anomalies in this data set D.

• Step 5 : In this step, we calculate the polygon hull H2
of Z which represents the set of boundary points B
using the algorithm of Eddy [4] for the calculation of
the convex hull of a planar set of points.
Thereby, we
convex hull.
∈ {1, ...., k},
polygon hull

obtain all points that are vertices of the
I.e., the points B=(uj ,vj )∈ Z for all j
where k is the number of vertices of the
of Z.

• Step 6 : Determine the corresponding boundary points
B2 in D. After calculating the subset of points B
that are vertices of the polygon hull of the samples
Z, which is generated by the theoretical copula C2 , for
each point (uj ,vj )∈ B, we calculate the corresponding
points (xi ,yi )∈ D using the inverse transform sampling
[14].
Then, for each sampled value of (uj ,vj ) ∈ B, we calculate the corresponding value (xi ,yi ) in D-space, which
is given by xi = F −1 (uj ) and yi = F −1 (vj ) .
• Step 7 : Finally, all points that fall outside B2 are considered as faulty data .

5.
5.1

Figure 6: The scatter plot of temperature and humidity of node 16

PERFORMANCE EVALUATION
Results and Discussion

To show the effectiveness of our proposed approach, we
used the data set of Intel lab [2], which contains real measurements of data collected once every 31 seconds from 54
sensors, and deployed in the Intel Berkeley Research lab, between February 28th and April 5th, 2004. Figure 5 shows the
deployment of the sensor nodes, in this data set. We select
the node number 16 to test our approach in the same period
cited above. We take all pairs (temperature, humidity) from
the node 16, to obtain 21249 samples. Let D = (X, Y ) be
the data set given by X = temperature and Y = humidity.

Figure 5: Intel Berkeley Data set.
In the following, we show the result obtained by using the
statistical free-ware R [12] .
In order to model the dependence between temperature
and humidity, we start with a scatter plot of all pairs (x, y),x

We start by building the model that will be used by sensor
nodes in the online detection process, following the steps
mentioned in Section 4.1.
• Step 1 : The selected data set D = (X, Y ) contains
N = 21249 samples of pairs (temperature, humidity)
from node 16.
• Step 2 : In this step, we calculate the empirical bivariate copula C1 of D using the formula (4). And by making a scatter plot of the pairs (ui , vi ) corresponding to
the sample (xi , yi ) in data set D, we get Figure 7(a).
In this figure, it is clear that the data, encircled in red
(area A), will have to be removed from the data set because they do not follow the behavior of the majority
of sensed data. And we consider all data that belong
to this area as incorrect. By removing the area A from
Figure 7(a), we get Figure 7(b) which represents the
scatter plot of 20610 pairs of the empirical copula C1 .
• Step 3 : In this step, we need to find the copula C2
that best fits the empirical copula C1 . By graphical adequacy 3.5.1, we conclude, that the copula that
best fits the empirical copula C1 , is the Gaussian copula, obtained by comparing the dependograms of the
empirical copula from Figure 7(b), with the dependograms of the Gaussian copula displayed in Figures 2
and 3. Now, we know that the theoretical copula C2
that best fits the empirical copula C1 is Gaussian, and
after this, we need to estimate the parameter that calibrates the theoretical copula C2 with the empirical
copula C1 , which is the correlation coefficient ρ in our
case. To estimate the correlation coefficient ρ of the

(a)
Figure 8: The scatter plot of the values of difference
of surface according to different values of ρ.
at Figure 9, the points in red are selected to be vertices
of the convex hull of the sample Z, and by joining these
points, we get the convex hull of the sample Z which
is plotted in blue just for illustration.

(b)
Figure 7: The scatter plot of the empirical copula:
(a) initially and (b) without faulty values.

Gaussian copula C2 , for each value of ρ ranging between −0.80 and −0.99, we calculate the difference of
surface between the empirical copula C1 and the average of surface of 100 theoretical copulas generated
from C2 with a sample of the same size as C1 . Finally, we choose the ρ which minimizes this difference
of surface.
As displayed in Figure 8, the ρ which minimizes the
difference of surface is ρ = −0.91, and thus, the copula
that best fits the empirical copula C1 is the Gaussian
copula C2 with correlation coefficient ρ = −0.91.
• Step 4 : we generate a sample Z of 20610 pairs of
(ui , vi ) from the Gaussian copula C2 , with correlation
coefficient ρ = −0.91. The samples will have the same
shape as those of Figure 2.
• Step 5 : In this step, we calculate the convex hull H2
of the generated sample Z which represents the set
of boundary points B of the Gaussian copula C2 , to
obtain k = 28 points of pairs (ui , vi ), which represent
the vertices of the calculated convex hull. By looking

Figure 9: The convex hull of the generated sample
Z .
• Step 6 :
Now, we have all points B which are boundary points
in the copula space.
Then, for each point of B from the copula space, we
calculate the corresponding points in D-space.
As a result, we get the polygon H in D-space which
represents the boundary points B2 , as displayed in Figure 10.
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Figure 10: The polygon H.
• Step 7 : Finally, all points that fall outside B2 are considered as faulty data.

6.

CONCLUSION

In this paper, we have proposed an efficient approach
for the detection of faulty data based on Copula theory in
WSNs. We have tested our approach on a real data set and
we have shown that a significant subset of collected measurements of sensor data was faulty. Also, a solid model
was built based on correct data which will be used in the future as norm in on-line manner for real time application to
detect anomalous readings instantly. This is very efficient in
utilizing the limited network resources such as memory and
energy consumption. In fact, the sensor nodes stock only
the boundary points for on-line detection, which keeps the
memory storage high, and only the good values will be exchanged in the network, which reduces the communication
overhead and keeps energy consumption low. Therefore, the
network life time increases.
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